PEKOMEHJALIN
0 Mepax 0 MOBBIIIEHUIO 3al[UIeHHOCTU UH(OPMAaLMOHHOW UH(PaCTPYKTYPbI
obpa3oBarebHbIX yupexxaeHuii Poccuiickoit ®ezneparium

AHami3 cBefieHM 00 yrpo3ax 6e30omacHOCTH MH(OpPMALMM, TTPOBOAUMBIN
B YCIOBUSIX CK/ajblBatoijeiics 0OCTaHOBKYM, yKa3blBaeT Ha YyBeJMUYeHHWe 4YuciIa
KOMIIBFOTEPHBIX aTaK M CBI3aHHBIX C HUMH yTeuek MepCoHa/IbHbIX [JaHHBIX.

[TpopomkaroT GUKCUpPOBaThCs (PaKThI OOMBILIOTO KOMUYeCTBA (DUIITMHTOBBIX IMHCEM,
TOMBITOK BHEJPeHUs BUPYCOB-IIM(POBA/bIIMKOB Yepe3 TOUTOBble BIOXKEHUS], a TaKKe
PacChIJIOK 3aBeJJOMO JIOXKHBIX CO00IeHHi 00 akTax Teppopu3Ma.

B 1ensix mpefoTBpalleHusi peanu3aliid yrpo3 Ge3omacHOCTH MH(OPMAIMOHHOM
MH(PPACTPYKTyphl 0Opa3oBaTesibHbIX yupexxeHuid Poccuiickoii Pefepaliu HeobXoaumo
TIPUHSATD JIOTIO/THUATE/IbHbIe MephI 3allUThl UHPOPMaLUY:

1. ObecreunTh TMpUMeHeHWe CPeACTB AHTUBUPYCHOW 3allUThl W AHTUCIIAMA,
a TaK)Xe CBOeBpeMeHHOe 00HOB/IeHHe MX 0a3 JaHHBIX.

2. HactpouTb B CpeAcTBaX  aAHTUBUPYCHOM  3all[UThl, aHTHMCIaMa
(Tpy Ha/IMUKK) POBEPKY BCeX MOCTYMAOIIMX Ha 3/IeKTPOHHYIO TIOUTY BIIOYKEHUIA.

3. [IpouHdpopmupoBaTh T0JIb30BaTeen MH(OPMaIMOHHOW CACTEMBI
0 HeoOxouMoCTH Oe30macHOM paboThI C 371eKTPOHHOM TI0YTOM, a UMEHHO:

- BHUMaTe/IbHO NIPOBEPSATh afipeC OTMpaBUTeIs, JaXe B C/ydae COBMA/eHUs] UMEHU
C Yo>Ke U3BeCTHbIM KOHTaKTOM;

- He OTKPBIBATh NMMChMa OT HEeU3BECTHBIX a/|pecaTos;

- IPOBePSITh MUCbMa, B KOTOPBIX COJePKaTcsi TIPU3bIBBI K [IEWCTBUSM (HampuMmep,
«OTKpOI», «TpOYMTaii», «03HAKOMbCS»), a TaKkKe C TeMaMM Tpo (MHAHCHI, OGaHKH,
TeoroMTUUeCKY0 00CTaHOBKY WX YTPO3bI;

- He TIePeXOJUTh MO0 CChUIKaM, KOTOpble COZEPXKaTCsi B 3JEKTPOHHBIX MHCbMaXx,
0CODEHHO eC/li OHU [JTMHHbIE WK Ha00OPOT, UCTO/b3YIOT CePBUCHI COKPAIIeHUS CChIIOK
(bit.ly, tinyurl.com u T. 1.);

- He HA)KMMaTh Ha CCbUTKY U3 MUCbMa, eCJIM OHU 3aMeHeHbl Ha C/I0Ba;

- IPOBEPATh CCBUIKM, [ja)Ke eC/M TMHCbMO TMOJMy4YyeHO OT JPYroro MoJib30Barelis
MH(POPMAL[IOHHOM CUCTEMBI;

- He OTKpbIBaTb B/IOKEHWs, OCOOEHHO €eC/IM B HUX COfIePXKarcs AOKyMEHThI
C MaKpoCaMH, apXMBbI C MapoJisiMY, a Takxe (aiibl ¢ pacivpenusmu RTF, LNK, CHM,
VHD;



- He T1epexoiWTb MO CChIIKAM W He CKauuBaTh (pai/bl, Cofep Kaluecs
BO BXO[SIIMX TIOUTOBBIX COOOIIEHUSIX, €C/IU CpeJCTBaMH aHTUBUPYCHOW 3all[UThI
B YKa3aHHbBIX BJIO)KeHUSIX 00HapyKeHO BpeIOHOCHOe TIpOrpaMMHOe 00ecrieueHte;

- BHUMaTe/IbHO OTHOCUTBHCS K TMCbMaM Ha WHOCTPAHHOM sI3bIKe, C OOJBIINM
KOJTMUeCTBOM To/Tydaresieil v opdorpacdryecKUMH OITHOKaMU;

- B C/lyyae MOsIBJIeHHWsi COMHEeHUM, Harnpas/sTh MOTyYeHHOe MMCbMO KakK B/IOJKEeHHe
a/IMUHHCTPATOpPy UH(OPMAaLIMOHHOW CUCTEMBI.

4. AkTuBUpOBaTh (M0 BO3MOXXHOCTM) MeXaHU3MbI MPOBEPKU 3/1IEKTPOHHOM TMOYUTHI,
MPOBEPKU TOZJIMHHOCTU [IOMeHa-OTIpaBuTe/isi (Harmpumep, HWCIO0/b30BaTb TEXHOJIOTUU
DKIM, DMARC, SPF), a Takke HaCTpPOUTb TIDOBEPKY BXOASIIUX TTHUCEM
C UCI0J/Ib30BaHWEM 3TUX TeXHOJIOTHH.

5. 3a6noKupoBaTh (npu BO3MOYKHOCTH) roJiyueHue T0/Ib30BaTe/st
MH(OPMAaLIMOHHOM CUCTEMBI B 3JIEKTPOHHBIX MTMCbMax B/IO)KeHUH ¢ paciuupeHusimu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSF, WSH.

6. 3a6/I0KMPOBaTh 1OCTAaBKY MHCEM OT 3apy0eKHBIX JOMEHOB-OTIIPaBUTe/IeH.

7. O6ecrieunTb  perysisipHoe  OOHOB/IEHME  HCTIOMb3yeMOro  IPOrPaMMHOIO
obecrieyeHusi, B TOM YKCJ/ie Ha CETeBbIX YCTPONCTBAX (MapLIpyTU3aTopax, KOMMYyTaTopax).

8. ObecrneunTsb VICII0/Ib30BaHUe YCTOMUYMBBIX JJTUHHBIX napoJsieu
aJIMUHUCTPATHUBHBIX YUETHBIX 3aIlliCei.

[Tpu mocTyryieHUM Ha afipec 37eKTPOHHOM TMOUThI 3aBeZOMO JIO)KHOTO COOOIeHUsT
00 aKTe Teppopu3Ma He0OX0[UMO MPUHSTH C/IeAYIOLHEe MephbI:

1. TToctynuBitiee coob1rieHre 06 akTe Teppopy3Ma He y/asiTh.

2. OcyiiecTBUTh  KONMPOBAaHME TeKCTa CooOmmeHuss 00 akre Teppopu3Ma
B BU/le CHUMKOB 3KpaHa yCTPOMCTBA (CKPUHIIIOTOB /060 (POTOM300pakeHUi, 1Mo/TyYeHHbIX
rocpe/icTBOM 1 poBoi hoToPuKcalun).

2.1. Ha ckpunmorax (oTtor3o0pakeHUsix) AO/DKHA OTOOpaXkaTbCs CJieAyoIast
nHbopMalus 06 oObekTe:

- Ha3BaHHWe TeMbl NKUCbMa (B TOM 4YMC/e eC/id NUCbMO He HMeeT Ha3BaHUS:
«<be3 TeMbI>»);

-aZpec  JIeKTPOHHOW TMOYThl  OTOpaBUTeNs] MHUCbMA,  3a(UKCUPOBAHHBIN
B rpade, 0003HaUEHHOU PeKBU3UTOM «OT:»;

- /laTa ¥ BpeMs OTTIpaB/ieHUs MMCbMa;



- TeKCT TMCbMa (BK/IHOYAs MOANUCH K HeMmy, Hampumep: «C yBakeHueM, VBaH
VBaHOB»), KOTOPBIM MOXKET COAEPKaThCsl HEIMOCPEeACTBEHHO B MTMCbMe W/U/IM BO BIOYKEHUU
K HEMY B BU/le TIDUKpeTJIeHHOro (aria.

2.2. 3aduKcupoBaTh Ha CKPUHIIOTe/(OTOM300pa)KeHUM HajIuude B ITHUChbMe
B/IO>KEHHsI, a TaK)Ke TMPU OTKPBITUU ero 3a(UKCUpPOBATh aHAJIOTUYHBIM CTIOCOOOM TEKCT,
KOTODBIM OHO COZIEPIKUT.

3. IcK/mounTh  KOIIMPOBaHME TeKCTa coobmieHHss 00 akTe  Teppopu3Ma
(ckpUHILIOTBI/PoTOM300pasKeHMST) HeHa/J1eXXallero KauecTBa, 00y CJ/I0B/IEHHOTO
HeOpe>XHBIM KOITMpPOBaHHeM, oTorpagpoBaHHEM TEKCTOB.

4.Tlpy HeBO3MOXXHOCTH (uKcaluu cooOiieHuit 06 akre Teppopus3Ma B BHje
CKPHUHIIIOTOB/(DOTOM300pa’KeHU OCYI[eCTBUTh WX (PUKCAI[UI0 TIOCPE/ICTBOM (DYHKIIMIA
KOTIMPOBaHWsI M BCTaBKU B JOKyMeHT Word (C coxpaHeHMeM yKa3aHHOW HH(Oopmanuu
06 obnekTe).

5. O noctynuBIieM coo0ImeHnr 00 akTe Teppopu3Ma He3aMeJTUTeTbHO COOOIIUTh
0 eZIMHOMY HOMepY BbI30Ba 9KCTPEHHBIX OMepaTUBHBIX C/TYKO «112» 6o B OmvKaiimii
OpraH BHYTPEHHUX JeJl.

MB/, Poccrvn



